Automating Backup Jobs with Encryption and Compression

Using GoodSync’s scripting capabilities you are able to highly customize the GoodSync backup process.

In the Scripting tab of the Job Options E] you have the ability to execute scripts at 3 different times:

1. Pre-Analyze — Execute a script when the job has been initiated, but before the analyze is
started.

2. Post Analyze — Execute a script after an analyze is finished.

3. Post Sync — Execute a script after the synchronize/backup has been performed.
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Scripts
Pre Analyze E-Mail or Program

Post Analyze with Mo Changes E-mail or Program

Post Sync E-mail or Program

Endose program name that contains spaces in gquotes *..."
‘errars: ' prefix: run only if errors occur

'nowait: ' prefix: do not wait for program to finish
Variables to be used in program arguments:

ZLJOBMAMESS  job name

SRESULT%:  result: empty or 'error message' !
%LOGPATHY:  log file path

%eLF%% %eRF%%  left or right folder

BulF_ACT%% %oRF_ACT3G left or right folder resolved

%S TAGE S, sync stage: Pre-Analyze Post-Analyze Post-Sync
LCHAMGED % number of Changed Items in Post-Analyze
BERRORS%:  number of Errors in Post-Analyze or Post-Sync
BLCOMFLICTS % number of Conflicts in Post-Analyze or Post-Sync
eSYMCOKS:  number of Synced-CK items in Post-Sync

Mouse over option to see its detailed description. Press Alt key once if you want to scroll or
copy help text.

Click Here to get Detailed Help | ok || cancel || aoply




Prerequisites

1. GoodSync installed.
You must have GoodSync installed and activated.

2. 7zipinstalled.
You must have 7zip installed. It is free and can be downloaded here:
http://www.7-zip.org/download.html

Setup 7zip

Once you have 7zip installed, you need to add the directory that contains the 7zip executable to your
%PATH% variable.

1. Click the Start button and right click

Computer, then select Property. Open

Manage
2. On the panel on the left side of the new

window, select Advanced System Settings.
Then select Environmental Variables

Vs

Map network drive...

Dizconnect network drive...
3. Under the user variables group, select the

Path variables and append the path to
where 7zip is installed to.

Show on Desktop

Rename

]—| Properties
E.g. C:\Program Files\7-Zip

' B
Edit User Variable |

Variable name: Path

Variable value: n27;C:\oygwinbin iC: \Program Files\7-Zip;

[ Ok ] [ Cancel



http://www.7-zip.org/download.html

Creating Our Pre-Analyze Script

When you create your job, it is going to execute a batch script that uses 7zip to compress the directories
of your choice and encrypt the compressed file with a password. The only down side to this is that you
normally only schedule this once a day, and the entire sum of all files is transferred every time. This is
most useful for internal backups where you can reach optimal network speeds and aren’t concerned
about bandwidth usage.

Create a file called backup-script.bat, and add the following:

cd %userprofile%
7z.exe a —p<password> -r Backup.zip <directory or file> <directory or file> ..

Remember to replace places with brackets with your own parameters:

1. <password> - The password to encrypt the data with
2. <directory or file> - A file or directory that you wish to include in the compressed file. You can
specify as many as you wish.

This script compresses all of the files / directories specified by the files you specified into a file called
Backup.zip in your user directory. Once the script completes, GoodSync continues with the job.

Configuring our Job

Now you are going to create a job to back up the Backup.zip file to a remote location. Before the job
starts, it is going to call the script we created above, which creates the zip file with all of your data in it.
Then, the job will continue as normal and copy the newly created zip file to our remote destination.

1. Open GoodSync and create a new Backup job. If you haven’t created a job before, GoodSync will

prompt you the first time to create a job. Otherwise, click the @ in the top left corner.

2. Set the left directory to %userprofile%, and the right directory to any remote location of your
choice by clicking the Browse button.

3. Open the Job Options by clicking the l—bl button in the top center.
a. Inthe General tab, make sure that the job is set to a One Way Left to Right.
b. Inthe Filters tab, under the Include list, add \Backup.zip
c. Inthe Scripts tab, set the Pre-Analyze Script to the path of the batch script we created.
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General

Sync Direction [ 1-Way Left to Right - ]
Forced Copy Compare MD5 checksums
) Verified Copy
(71 Move Files (Advanced)
Propagate Deletions
Read-Only Source Side

Save deletedfreplaced files, last version only
Cleanup _saved_ folder after this many days 0

Save deletedfreplaced files, multiple versions ]
Cleanup _history_ folder after this many days El

Estimate disk space reguired for Sync

Reconnect folders automatically, attempts: 3
File Copy Speed Limit in KByte fsec ]
Display balloon messages [Dn Conflicts and Errors -

Mouse over option to see its detailed description. Press Alt key once if you want to scroll or
copy help text,

Click Here to aet Detailed Help | ok || cancel || ool
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Filters

BExclude ﬁ D

<[Double click here to add a new item=

Include ﬁ D
| /Backup.zip |

<[Double click here to add a new tem=

Exdude empty folders
Exclude Hidden files and folders
Exdude System files and folders

Files and folders that match any line on this list, will be exduded from synchronization.
Wildcards = and '? can be used, Lines that start with / match complete folder paths relative
to sync folder. Examples: *.tut *~ Fo?der/*.obj size = 1000 size <=5k (size < 5 Kb) size =4m
(size = 4 Mb) time=2008,03/058 (Mar 8, 2008) time »=-6d (time >= & days ago)

Click Here to aet Detailed Help | ok || concal || oy
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Scripts

Pre Analyze E-Mail or Program
C:Wsersuserscripts\backup-soript.bat

Post Analyze with Mo Changes E-mail or Program

Post Sync E-mail or Program

Endose program name that contains spaces in gquotes *..."
‘errors: ' prefix: run only if errors ocour

‘nowait: * prefix: do not wait for program to finish

Variables to be used in program arguments:

%L]OBMAME®:  job name

BGRESULT%:  result: empty or 'error message'

%ol OGPATHS:  log file path

%alF% %eRF%%  left or right folder

%olF_ACT%% %oRF_ACTSG left or right folder resolved

BeSTAGEY: sync stage: Pre-Analyze Post-Analyze Post-Sync
%LCHAMGED % number of Changed Items in Post-Analyze
LERRORS%:  number of Errors in Post-Analyze or Post-Sync
BRCOMFLICTS%: number of Conflicts in Post-Analyze or Post-Sync
%eSYMCOKS:  number of Synced-0K items in Post-Sync

Mouse over option to see its detailed description. Press Alt key once if you want to scroll or
copy help text,

Click Here to get Detailed Help | ok || cancel || aoply

Scheduling our Job

In the Job Options under the Auto tab, tick the Scheduled: Logged out mode and configure a time
to run the job.



L7 [Complete Backup] Options .-
Auto
Analyze Sync
On GoodSync start, delay sec D
On Folders Connect
On File Change
1 On Logoff ]
Every Hours E Min
Scheduled: Logged In Mode {(Attended)
Scheduled: Logged Qut Mode {Unattended)
i Configure. .. t 5:00 AM every day, starting 2/23/2011
©n RobaFarm cammand ] ]
Do not Sync if changed files more than 100 LTS
Automatically resolve conflicts [Dn Mot Copy ,]

Auto Clear the tree after Sync or Analyze with no changes

Automated Sync is not performed if more than the spedfied fraction of files in the Job has
changed. Unusually high number of changed files indicates that something may be wrong and
manual intervention is required. Set to 100%% to Sync no matter how big the changes are.

Click Here to et Detailed Help | ok || cancel || ool




